The CERT Organization

The CERT Coordination Center has been in operation since November 1988.  Members are key scientific experts that can be called upon to address security outbreaks.  The member scientists can converge and discuss methods to locate and eliminate an electronic attacker.  CERT is headquartered at Carnegie Mellon University in their Software Engineering Institute in Pittsburgh, PA.  Current security alerts include the Oracle9iASweb cache vulnerable to buffer overflow alert that was posted on October 25, 2001.  A remotely exploitable buffer overflow in the web cache allows intruders to execute arbitrary code or disrupt the normal operation of the web cache.  The intruder might also be able to intercept and modify sensitive data such as credentials passing through the host running web cache. Another security alert is for the Nimda Worm, which was posted by CERT on September 18, 2001.  The worm modifies web documents and certain executable files found on the system it infects.  It then creates numerous copies of itself under various file names through e-mail arriving as a MIME object.  A third security alert is for W32/SirCam that was posted with CERT on July 23, 2001.  It has a piece of malicious code known as W32/SirCam and may attempt to delete all files from Windows disk partitions.  It was designed to trigger on October 16 with its destructive payload. CERT has received reports from over 300 individual sites regarding this attack. This is a relatively small attack unlike the ILOVEYOU bug that affected millions and has been recorded as the fastest spreading virus in computer history. It ended up on 200 million computers in a few days.  As quoted in a USA Today article written by Joel Smith, people clicked on it merely to find out who loved them. This virus would then send itself to up to 300 addresses stored in your Microsoft Outlook address book.  

